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m #

iEE

ﬁ1=

Databases Protection

R & 3 #3869 T IAOR,

B i B a0 ) Kbtk B
o RMMH: FBIKE
o EMMH: FAHAG

A

o REMIFHIRKA

+ Authorization and authentication

o

RiFiEE
o FEEEMIFHIRAR

/L

T

+ Enable constraints

o HMEMREZRA

+ Deal with failure

F R ITHIEAR

+« Deal with data sharing

Q

ARBREZETE,

VAR R P

BHEE RS KM
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Concurrency Control

T 2 ... Tn | ZSARSHEBNFINESENEERER,

\ /R/ QMR GRIE SR B R — 2182
o FEIKEH Lost update

~ :
o BHiE Dirty read
DB o A—E92Hhr Inconsistent analysis
(consistency + ABJESIE Nonrepeatable read
constraints) + £Ji&i% Phantom read
N L

BHEE RS KM 4 &3 (jpq@ustc.edu.cn)



FEARS

 HEBRIESH X EIRE

B HARFAESH R
(Scheduling and Serializability )

m Si5ATEMSEI (Locks)
n EEHIRELA
m Sk

BHEE RS KM 5 &R (jpq@ustc.edu.cn



—\ HALBEMH LA

n HEAEBE
o EEZFAADBSH, MEZAHAFERNE—SERTRIER I L 18ME
o HEBREFENESZEATHELAEHEETFI, WFESHEEM (

Isolation)

o DBMSHH L IEHIFREHDTIMAHLAEFZSHNIT, FIEBIEERN—
P, B RS IEHARE

B HEARMERESSIE=KE#M (EAFLHHE)

o ELEH (Lost update)
o JEiE (Dirty read / Uncommitted update)

o ~—E5#r (Inconsistent analysis)

BHEE RS KM 6 &3 (jpq@ustc.edu.cn)



BHEE RS KM

1. EZ5LEHioE

fif ] HET1 HET2 Bl B AR E
1 1000
2 Read(A,t)
3 Read(A,t)
4 t=t-100
5 t=t+100
6 Write(A,t)
7 Commit 900
8 Write(A,t)
9 Commit 1100

EXEH: BSTHRRNER(FHAE—1SEST2RRREE T

7
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L] HET HET2 HE PR AKE

HEWTERELEFRZH "

2 Read(A,t)

’ \ 3 Read(A,t)

4 t=t-100

5 t=t+100

6 Write(A,t)

7 Commit 900

8 Write(A,t)

9 Commit 1100

HET1

AL B P IR 554

BHEE RS KM 8 &3 (jpq@ustc.edu.cn)



BHEE RS KM

2. fEiEio)E

fif [ HET1 HET2 B ARE
1 1000
2 Read(A,t)
3 t=t-100
4 Write(A,t)
5 Read(A,t)
6 Rollback t=t+100 900
7 Write(A,t)
8 Commit 1000
AEENE: RSERFREH 7 (B RRERAEE

%5 (jpq@ustc.edu.cn)



3. x—ﬁﬁﬁ'l‘ajﬂ

S AL -

Nonrepeatable read

Read(B,t)  Z=EMiiERIMSIRHECES
updateziEdeletes

D A ﬁn%Read(A,v)=?
Sum=t+v S SumAP EHIEBEE

I} ] HET1
1
2 Read(A,t)
3 t=t-100
4 Read(A,v)
5 Write(A,t)
6 Commit
7
8 Commit

SEfRCRE

A—Eotfriae: B55E ISR, ARSIERFENISRIRS

BHEE RS KM
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BHEE RS KM

3. x—ﬂﬁﬁ'l‘ajﬂ

fif [ HET1 HHT2 ZGiE
1 Phantom read
2 Read(B,t) B AEFINEREASEE
. BESMinsertif{EriE 7
4 t=100 Read(A,v)
Insert a new C

......................... > 5 Write(c,t)
6 Commit
7 Sum=t+v = <o SumAf EHHE

BB E
8 Commit
A—Fotriag: BHETIRERE, AREURENHINS

1
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B ELE o)A

step T1 T2

Step T1 T2 1 read(A, t), t=1t+1
1 rehd(A, t), t=t+1 2 read(A. t), t=t+1
2 read(A, t), t=t+1 3 write(A, t)
3 write(A, t) 4 write(A. t)
3 write(A, t) 5 read(B,u),u=u+1
4 Commut 6 write(B, u)
6 Commit 7 Commuit
8 Aborﬂ/

[ Lost update [ Dirty write
MRARZESFBNERES BT RollbackFH AR TSI E LM

— IR T 2R R4

= DBMSH A 4t i H B Dirty write

abakiobial HEEMIER THERXBIREREFLER
A Critique of’ANSI SQL Isolatior’1 Levels. : : :1-10

BEERGKNA 12 43R (jpg@ustc.edu.cn)
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https://dblp.uni-trier.de/db/conf/sigmod/sigmod95.html#BerensonBGMOO95

4. FHLIEFI e ZM TR ?

n —M5E

o ILFTBEESF— 1 — 1 BITRIT
s —PMEEEPITHETES REESE
s FHENFBRGER, BERT

" H—ME
0o AT RN ZEDBMSEEHREHITR, NAFESZSAIBIIESRIEH
ZIT
o HEAk

» MIRIESEFHEAPTHIERYE; SR IERGZAENTESNHABRE

BHEE RS KM 13 &3 (jpq@ustc.edu.cn)



VAR E RS KL

—. VAE (Schedule)

Example

T1:

Read(A, t)
t « t+100
Write(A, t)
Read(B, t)
t <« t+100
Write(B, t)

Constraint: A=B

14

T2:

Read(A, s)
S < Sx2
Write(A, s)
Read(B, s)
S <« Sx2
Write(B, s)

&3 (jpq@ustc.edu.cn)



BHEE RS KM

—. @E(Schedule)

Schedule A

T1

T2

Read(A, t); t « t+100
Write(A, t);

Read(B, t); t « t+100;
Write(B, t);

Read(A, s); s « sx2;
Write(A, s);
Read(B, s); s « sx2;
Write(B, s);

15

A B
25 25
125 25
125 125
250 125
250 250

%5 (jpq@ustc.edu.cn)



—. @E (Schedule)

BHEE RS KM

Schedule B
Tl T2
Read(A, s); s < Sx2;
Write(A, s);
Read(B, s); s < Sx2;
Write(B, s);

Read(A, t); t < t+100
Write(A, t);

Read(B, t); t « t+100;
Write(B, t);

16

A B
25 25
50 25
50 50
150 50
150 150

%5 (jpq@ustc.edu.cn)



BHEE RS KM

—. @E(Schedule)

Schedule C

T1

T2

Read(A, t); t « t+100
Write(A, t);

Read(B, t);
t <« t+100;
Write(B, t);

Read(A, s); s « sx2;
Write(A, s);

Read(B, s); s « Sx2;
Write(B, s);

17

A B
25 25
125 25
250 25
250 125
250 250

%5 (jpq@ustc.edu.cn)



BHEE RS KM

—. @E(Schedule)

Schedule D

T1 T2

Read(A, t); t « t+100

Write(A, t);
Read(A, s); s « sx2;
Write(A, s);
Read(B, s); s « sx2;
Write(B, s);

Read(B, t);

t <« t+100;

Write(B, t);

18

A B
25 25
125 25
250 25
250 50
250 150

%5 (jpq@ustc.edu.cn)



BHEE RS KM

—. @E(Schedule)

Schedule D

T1 T2'

Read(A, t); t « t+100

Write(A, t);
Read(A, s); s « sx1;
Write(A, s);
Read(B, s); s « sx1;
Write(B, s);

Read(B, t);

t <« t+100;

Write(B, t);

19

A B
25 25
125 25
125 25
125 25
125 125

%5 (jpq@ustc.edu.cn)



1. BAEREN

=
o N EFHREHRIERABEHFIAITFS
T1:r1(A) wi(A) r1(B) w1(B)

T2: r2(A) w2(A) r2(B) w2(B)
Sc = r1(A) wi(A) r2(A) w2(A) r1(B) w1(B) r2(B) w2(B)

Note
o HEPFEHNEFSHLERIERFFRE I

Q E%ﬂﬁ&ﬂﬁx% f:E:
o WIEERNFHEIRT (Initial state)

» BESHIE X (Transaction semantics)

BHEE RS KM 20 &3 (jpq@ustc.edu.cn)



1. BERNENX

" ST EFHNHLPITFESHRELGR

VAR E RS KL

Example:
Sc=r1(A) wi1(A) r\2(A) w2(A/) [1(B) w1(%) r2(B) w2(B)

=
Sa = r1(A) wi(A) r1(B) w1(B) r2(A) w2(A) r2(B) w2(B)
\— 2N /

N N
T1 T2

What is a correct schedule?
And how to get a correct schedule?

21

&3 (jpq@ustc.edu.cn)



2. AR {LAE (Serializable Schedule)

® What is a correct schedule?
o Answer: a serializable schedule!

m BITIAE (Serial schedule)
o ENEBEFZARBEMFIEXRERIT, FHF—1T—1PHIT
eS=T1T2T3...Tn

= Serialzable Schedule

o MR—1MEERIZ R 5%—${Tﬂﬁﬂﬁmzﬁ%§?m MFRiZ B E =
AIEAE, BMNEAAHEE

BHEE RS KM 22 &3 (jpq@ustc.edu.cn)



2. WELRE

= 7] BAERIEfRTMYT
o Consistence of transaction: ENESHNHITRIEDBMA—1—E
RSTUHE S —P—BRE
o NMNEFRITHAEBIITIRIE Consistence of DB

transactions —» Serializable
schedule

BHEE RS KM 23 &3 (jpq@ustc.edu.cn)



B Is a schedule a serializable one?

o We MUST

4+ Get all results of serial schedules, n!

2. WELRE

4 See If the schedule is equivalent to some serial schedule

BHEE RS KM

Too difficult to
realize

> Other approaches?

24

ays

MRl R
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3. *3ERT & (conflict serializable)

m Conflicting actions
o Say
®ri(X) : BE TifiEXIE(E (Read(X, t))
SWi(X) :EE TN BEX#E{E (Write(X, t))
o MSEHRME

f(A) w2(A) wi(A) ) BRE—MIEETE, }
| #EZESE—ESHME

w2(A) r1(A)  w2(A) A

BHEE RS KM 25 &3 (jpq@ustc.edu.cn)



3. *h3ER] £ (conflict serializable)

m Conflicting actions

o NRFE P —XMEERIERMRE, MERFWRENBIRITIRFFZ
#, WELIRBHP—PMESFSHREZIITER

o IR ELBRIEA MR, WIATLAFE VR B P 32 #RI5FF

BHEE RS KM 26 &3 (jpq@ustc.edu.cn)



3. MhSER[HN

Schedule C
T T2 A B
Read(A, t); t « t+100 25 25
Write(A, t); 125 25
Read(A, s); s « sx2;
Write(A, s); 250 25
Read(B, t);
t « t+100;
Write(B, t); 250 125
Read(B, s); s « sx2;
Write(B, s); 250 250

Sc = r1(A) w1(A) r2(A) w2(A) r1(B) wi(B) r2(B) w2(B)

BHEE RS KM 27 &3 (jpq@ustc.edu.cn)



3. MSEN[HEN

Sc = r1(A) wi(A) r2(A) w2(A) r1(B) w1(B) r2(B) w2(B)

N

Sc’ = r1(A) wi(A) r2(A) r1(B) w2(A) w1(B) r2(B) w2(B)

NS

Sc’ = r1(A) wi(A) r1(B) r2(A) w2(A) w1(B) r2(B) w2(B)
\_/

Sc’ = r1(A) wi(A) r1(B) r2(A) w1(B) w2(A) r2(B) w2(B)

NS

Sc’ = r1(A) wi(A) r1(B) w1(B) r2(A) w2(A) r2(B) w2(B)

N Y,
~ ~ ~ =
T1 T2
Schedule A

BHEE RS KM 28 &3 (jpq@ustc.edu.cn)




3. AEW BN

Sc = r1(A) wi(A) r2(A) w2(A) r1(B) w1(B) r2(B) w2(B)

N x N
//////

X\
FE— 1 SESIRER RS IRERIR R PSSR

VAR E RS KL 29 43R (jpg@ustc.edu.cn)



3. MSEN[HEN

Schedule C HEiEANRIBI25

Tl T2 A B

Read(A, t); t « t+100 25 25

Write(A, t); 125 25
Read(A, s); s « Sx2;
Write(A, s); 250 25

Read(B, t);

t<« t+100;

Write(B, t); 250 125
Write(B, s); 250 50

BHEE RS KM 30 &3 (jpq@ustc.edu.cn)



3. MSERHK

= HZEE{ (conflict equivalent )

o S1, S2 are conflict equivalent schedules if S1 can be
transformed into S2 by a series of swaps on non-conflicting
actions.

m H3ER] B4 (conflict serializable)

o A schedule is conflict serializable if it is conflict equivalent
to some serial schedule.

BHEE RS KM 31 &3 (jpq@ustc.edu.cn)



n EHE
o MIR— AR HENRAT R, NiZAERR S,
® Note
o (NAFTHFH

i
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o BEA (Arc): Ti—»Tj, BETI<,Tj

4. H5:E (Precedence Graph)

m L5 B AT ST B O 7 B

n FEESR
Q z:lél:l';li (NOdE): g%

 BETIAEMEALIT)H

BHEE RS KM

e A17EA2E], H#H B
s A1FIA2 2 HZEHE{E

TRHRIEA2, 7

33
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4, HhecE

Example

S = r2(A) r1(B) w2(A) r3(A) w1(B) w3(A) r2(B) w2(B)




4, HhecE

Example

S = r2(A) r1(B) w2(A) r2(B) r3(A) w1(B) w3(A) w2(B)




n REESF

o {E—MRES, MIESHIEEP(S), FP(S)P R, NSiHEMNIH R

ST &

o MERA: V34N

¢ see “H. Molina et al. Database System Implementation”

BHEE RS KM

A4

4. ixE

J it % 0 A% 4

SEE. B 2 A Pge
/ s ?é v I
é&:l:}él Ll‘/ 2"
L) Hevir GamuMalims ey D Ulmn Jemnder Wi ok it UM A WA
)

DATABASE 1
SYSTEM )

36
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Next

 HEBRIESH X EIRE

B HARFAESH R
(Scheduling and Serializability )

= PI5TEMELH (Locks) <
= EEHRERT
m SEsn
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