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Databases protection
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HIBEERIREFR [this chapter]

+ Deal with failure

©

H &R [ Chp. 18 & 19]

4+ Deal with data sharing
o STTEMEHIFA

& Enable constraints
o REMIEFIEIA

+ Authorization and authentication
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Integrity or consistency constraints

® Predicates data must satisfy

® Examples:
- X Is key of relation R
- X > y holds in R
- Domain(x) = {Red, Blue, Green}
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® Consistent state: satisfies all integrity constraints

m Consistent DB: DB in consistent state
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= DB will not always satisfy constraints

Example: a1 + a2 +.... an = TOT (constraint)

Transaction: Deposit $100 in a2: a2 « a2 + 100
TOT « TOT +100

a2 50 | 150 150
TOT 1000 1000 1100
State 1: State 2: State 3:
consistent “inconsistent” consistent
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consistency of transaction

HESHIACIDM4 R
Atomicity,@ Isolation, Durability
ConsistentDB)———— T Consistent DB’
T~

{HEE S5 N E A RIEDB ) — 2 14
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m E 55 (transaction)

o — N AAI 4T EIRY:
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1. |55

m BEEHHF
o SRITEEME: ABKEEMZEIBIKA1007T. ZA BB T BINEHSE

+ A=A-100

+B=B+100

o XM NMRMERN AT : ZEAEM, ZEAEMME
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m EFHRIACIDERR
o |RFT1 Atomicity
o —H4 Consistency
o 14 Isolation
o At Durability
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2. EERHRZ [in logs])

B <Start T>
o Transaction T has started

B <CommitT>

o T has finished successfully and all modifications are all
reflected to disks

m <Abort T>

o T has been terminated and all modifications have been
canceled

Advanced Database Systems &M (jpg@ustc.edu.cn)



3. EHENFEBRIE

B Input (x): disk block with x -> memory
B Output (x): buffer block with x —» disk

B Read (x,t): do input(x) if necessary
t « value of x in buffer

® Write (x,t): do input(x) if necessary
value of x in buffer « t
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3. ESNRBRE

® Input (x)
® Output (x)

m Read (x,t)
m Write (x,t)

Advanced Database Systems
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Input —
/_\
, Database

Memory

Output
- Disk

Read(x,t)

w1 |
Write(x,t) X

Database

Memory

Disk
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A bank transfer

In general:

4. WMEHF

T1:

Read (A,b);
t«t —100;
Write (A,t);
Read (B,t);
t<« t+ 100;
Write (B,t);
Output (A);
Output (B);

T1: r1(A)w1(A)r1(B)w1(B)
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5. SQALEFZHZFF

u SQLixEERM T =MER, RITRNHAEFFRAESNERIES

o Begin Transaction

o Commit Transaction
o Rollback Transaction

m Oracle

o CommitziCommit Work
o RollbackzRollback Work

o XBBegin Transactioniffq], —BEEYBERIIE, MAAR—NESH
R FF e
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OraclePRHIEH G R

SQL>set autocommit=on
--REABXIBANITH B EICommi t

SQL>set autocommit=off
SQL>update student set age=age-1;
SQL>rollback; -- BUEBIEBIEMNRE
SQL>update student set age=age-1;

SQL>commit; --#23, EENIFEHEER
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Oracle PL/SQL{EH T S5

m EEREFD{EA T Rollbacks;Commit, M Bz1i%RollbacksCommit BiEYIRIEM A E LK.

Create or Replace Procedure Transfer
(sender varchar2, receiver varchar2, amount number, val varchar2)
AS
a Number:=0;
b Number:=0;
exp Exception;
Begin
Select balance into a Where ID=sender;
Select count(*) Into b From accounts where ID=receiver and name=val;
If a<=amount or b=0 then
Rollback;
Else
Update account Set balance=balance+100 where ID=‘B’;
Update account Set balance=balance-100 where ID="A’;
End If

Commit;
End;
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= BRERGSIE S

m Consistency of DB A] & i TF#BEm #E A IR
o ESHE
o TS
o RYGLHIE
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1. EHYE

" ZEHENESANRBRINEE

o AITIAAHIER S5#fE: BINAIEF AT AL IMBVIES, kBT R
. HNHEFLE

o FFFMMBHMIE: WEHEH, SEUHT, FHEFHFRTL.
R HERF ORI K4FE, RARGHITAIE
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A FRAR S5 R A 32

Advanced Database S

Create or Replace Procedure Transfer
(sender varchar2, receiver varchar2, amount number, val varchar2)
AS
a Number:=0;
b Number:=0;
exp Exception;
Begin
Select balance into a Where ID=sender;
Select count(*) Into b From accounts where ID=receiver and name=val;
If a<=amount or b=0 then
Raise exp; --.Ei— MR H;
Else
Update account Set balance=balance+100 where ID=‘B’;
Update account Set balance=balance-100 where ID="A’;
End If
Commit;
EXCEPTION
When exp Then
Rollback;

Raise_Application_Error(-20001, ‘KA & REBEW K S HR);
End;
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m = (Hard Crash) |,

o FHEIMEH:

Advance

d Database Systems

2, friRirs
— AR S Rl B IR

BER, BRI

i P

&SI (jpg@ustc.edu.cn)



3. Rk

m REGHIEE: k= (Soft Crash) , HFOS. DBMS#i{4%
o] RSk B BB F o) f S A FEHIEESL, BHEEIRENE

o FMMAIEEEITHES, BWIFESFNRES, EBFENRRE

BB ANBIEE
W B FE 2R X 7% K

1. REMEZHNHIEERERA
2. BRZEZSMYIEERNEHT
B REANYHEE
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4. BIRERGNERS FRE

= HEY
o IREDBE|—HIRTS
m B[R
o L% (Redundancy)
m SEISE
o EHARE EEEN B
o B EFHE (log)
o BERMAMHEFHITIRE
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4. BURERGNERS R

The recovery process

Crash
| et | BITES ]
i U miaEss 2
>
| EXAIA | FIAHSEXHETIRE GREBITESS

—

ARMBIRSE R s | RS

>

LR AR .

(1) EHRAFHE, MEEEREEAR
(2) MHBESHTEFHBREMAGHEIKE, —ERRIHERER
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. UﬂdOE;IE\

n EEHEFRERTHEEMRENESFAT
o UndoH7E. RedoHE. Undo/RedoHiE

B HEHREIC R E S TR EDR F

B UndoHEXHHHNAR

o EHHIF RIS (<Start T>)
o EEMLE®RIFIZ (<Commit, T>T <Abort T>)
o EEFHIEMIFIEILR, —MEBBUTHE

¢ PITERIERIE FHRIR

* BRIENR

© EHAIE GEAAZD)
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B EFENE—MEERIERER—1 HEIERE <T,x, old-

value>

1. Undo B N

R Ex#BRHEZRE, MNIZESNHEFCZELIEHEE

MR

r HEFHAEAERTBEEAN#ER, ¥ <Cominit,T>
H :bslﬂigﬁumﬁ_t

Advance

Write Ahead Logging (WALH %) &£EHZE

d Database Systems

&M (jpq@ustc.edu.cn)



Why WAL?

n FREBRIEFSENITR X write
o Write data

o Write log

—
< e

A:
A:200->100 200100

dat I

R Edata/g Elog, —HElog MR EElogjh Edata, Eiffi5data
2RI R, DBMSTIEKRE Z Rt RAEH R, DBMSH LL{EBlogskn
T8 BB B AL T A —BURSIH KR
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1. UndoBEMN

e - <Start,T> Initial:
Read (A,b); A=1000
t« t —100; B=2000
Write (A,t); <T,A,1000>
Read (B,b);
t <« t+ 100;
Write (B,t); » <T,B,2000>
Flush Log
Output (A);
Output (B);

<Commit,T>

Flush Log

Log
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1. UndoBEHAN

T1:

Read (At);
t <« t —100;
Write (A,t);
Read (B,t);
t« t+ 100;
Write (B, t);
= FlushTog T Fail here
Output (A);
Output (B);

Flush Log

Advanced Database Systems

Memory
A:900
_ <Start,T>
B:2100 <T A.1000>
<T,B,2000>
— T
\ //
A:1000
B:2000
\ //
Disk
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1. UndoBEMN

Memo

T1: ry

<~ L — ’ <Start,T>
! B:2100 ’

Write (A,t); <1’g’;ggg>
< >

Read (B,t); i

t <« t+ 100;

Write (B,t);
— T

g/tfhtLOAg — I
—~ —OE?EE?EB—;(— Fail here | [, o0
’ : <Start,T>
B:2000 | | <T,A,1000>
<T,B,2000>
Flush Log . 1
Disk
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1. UndoBEMN

Memo
T1: Y
Read (A,t); A:900
t « t —100: : <Start, T>
J B:2100 ’
wite (0 TAt0e
Read (B,t); <Commit, T>
t <« t+ 100;
Write (B,t);
Flush Log < >
Output (A);
Output (B); A:900 <Start, T>
_ B:2100 <T,A,1000>
— _F/Ush_Lo_g_ Fail here _ <T’B’TO>/
Disk
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1. UndoBEMN

T1: Memory
Read (A,t);
t« t —100; A:900 <St;r.t ™
: B:2100 ’
Write (A,b); <T,A,1000>
Read (B,t): <T,B,2000>
T '10'0 <Commit,T>
<~ ’
Write (B,t);
Flush Log
Output (A);
Output (B); A:900 <Start,T>
<T,A,1000>
B:2100 <T,B,2000>
Flush Log <Commit,T>
————— - Success!
Disk
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2. EFUndoAERMS

The recovery process

Crash
| L2 | BITHES% ]
i U miaEss 2

|

ERIBATHS

Fid H &3

Recovery )

Here
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2. EFUndoBERES

 \LAERE, RHERFEES<Commit, T>I <Abort, T>
HFFBESS, BA—1EFIIERLP

n \ERASRAMEHEICR<T,x,v>,WRTe L, N

o write (X, v)
o output (X)
® Foreach Te Ldo
o write <Abort, T > to log
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2. EFUndoAERES

T1:

Read (A,b);
t <« t —100;
Write (A,t);
Read (B,t);
t <« t+ 100;
Write (B, t);
= FlushTog T Fail here
Output (A);
Output (B);

Flush Log

Advanced Database Systems

Memory
A:900
_ <Start,T>
B:2100 <T,A,1000>
<T,B,2000>

— I
\ /

A:1000

B:2000
\ //

Disk
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2. EFuUndoBERES

=T Memory
Read (At); A-900
t « t —100; : <Start,T>
J B:2100 ’
wite (A (— <TA 0o
Read (81, |Wiite(B.2000 .
t« t+ 100; utpd
< Write(A,1000)
Write (B,t);
Output(A) T
Flush Log —
Output (A); .
______ Fail h
Output (B); all Nere A:900 <Start, T>
B:2000 | | <T,A,1000>
Flush Log L <T’B’g”o>/
Disk
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2. EFUndoAERMS

<Start,T>
WEFEHKUndoHE |<TA,1000>

<T,B,2000>

<Abort T>
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3. UndoHERE

B <T,x,v>idREXNARIIAE
B EA<Commit, T>Z AN BIES \EE

n RERNZEBEREZES, REERERES
o H<Commit, T>HESZEECE O
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5. RedoHE

m Ex#BREZRE, MNiIZEXNARedoHEIERE VI H
SZfi#E F (WAL)

 EHEEE#ANITES <Commit, T>HEIZFE
m HEPRHHIFEESIER

o <T, X, v> --Now vis the new value
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1. RedoHEHN

T1:

Read (At);
t <« t —100;

> <Start,T>

Write (A,t);
Read (B,t);
t« t+ 100;
Write (B, t);

<T,A,900>

Flush Log
Output (A);
Output (B);

Advanced Database Systems

> <T,B,2100>

<Commit,T>

Log

Initial:
A=1000
B=2000
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1. RedoAEAMN

T1: Memory
Read (A,t); 7900
t < t —100; ' <Start, T>
B:2100 art,
Write (A,b); <T,A,900>
: <T,B,2100>
feacl (_:_3’3)’0 <Commit, T>
<~ '
Write (B,t); ——
=~ FlushTog T Fail here — S
\ //
Output (A);
Output (B); A:1000
B:2000
\ //
Disk
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1. RedoAEAMN

T1:
Read (A,b);
A:900
t« t —100; 52100 <Start, T>
Write (A,b); : <T,A,900>
Read (B,t); <T,B,2100>
<Commit,T>
t <« t+ 100;
Write (B,t);
Flush Log Eail b
~ “Output (A); 7| Tart here
Output (B); A:1000 || <Start,T>
<T,A,900>
B:2000 <T,B,2100>
<Commit,T>

Disk
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1. RedoAEAMN

T1:
Read (A,t);
A:900
t« t —100; 52100 <Start, T>
Write (A,b); : <T,A,900>
Read (B,t); <T,B,2100>
<Commit,T>
t <« t+ 100;
Write (B,t);
Flush Log
Output (A); .
—————— Fail here
Output (B); A:900 <Start,T>
<T,A,900>
B:2000 <T,B,2100>
<Commit,T>

Disk
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1. RedoAEAMN

T1:
Read (A,t);
t <t —100; 222(1)30 <Start,T>
Write (A,b); : <T,A,900>
re2d (6, bl
t« t+ 100; ’
Write (B,t);
Flush Log
Output (A);
Output (B); A:900 <Start,T>
—————— Fail here <T,A,900>
B:2100 | | <1.B,2100>
<Commit,T>

Disk
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2.\ E:]:Redo H %mﬁg

B N EE, Rt AA<Commit, T>SHES, MA—T
H35YaRLS

s \NERABRABEZER<T,X,v>WRTe L, N
o write (X, v)
o output (X)

® Foreach Te Ldo
o write <Abort, T > to log
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2.\ gq:RedO H %m&g

n RS RIEAL

o & H <Commit, T>idF1Y
R UAES

+ Differ from Undo logging

o B<Commit, T>IdFHNERARIEARERMH#ME, E

Redo

RIEVERAUNBSHER

+ Still differ from Undo logging

Advance

d Database Systems
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Undo vs. Redo

Undo: sZEIEE (M) Redo: (EREHT (FEW)

T1: T1:
Read (A,b); Read (A,t);
t«t —100; t«t —100;
Write (A,t); Write (A,t);
Output (A); Read (B,t);
Read (B,t); t« t+ 100;
t« t+ 100; Write (B,t);
Write (B,t); Output (A);
Output (B); Output (B);

< AT < | KERGA

fb; KER & Zt; AR
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75 Undo/RedoBE

B Ex#ERHEZE, MNIZESNNHERCEFLIEHEE
mifE E (WAL)

5 HEPRIBERIEEUCR

o <T, X, vV, W>
- = v Is the old value, w is the new value
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1. £ FUndo/RedoAERES
p FEABEHRER, HF<commit>HESZBMARedod|5=H, %
BRBERIESZSMAUNdOTIFE

B REFEAREEE, XF<T,xv,w>, ETEUndodIzF, N
o Write(x,v); Output(x)

m IFEFAFEEE i 5(-‘1.-3:<TIXIVIW> ’ = T/£Redo%3=H ’ o
o Write(x,w); Output(x)

B FFUndo%F|FRHEIT, 5 A<abort,T>
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1. £ FUndo/RedoAERES

KA R H) H &5
<Start,T1>
<T1,B,2000,1900>
<Start,T2>
<T2,A,1000,900>
<Commit, T1>
<Start, T3>
<T3,C,3000,2000>
<T3,B,1900,1800>
<Commit, T2>
<Start,T4>
<T4,D,1000,1200>

Advanced Database Systems

. Undo%3 {T3,T4}; Redo

{T1,T2}

. Undo

T4: D=1000
T3: B=1900
T3: C=3000

. Redo

T1:B=1900
T2:A=900

. Write log

<Abort, T3>
<Abort,T4>
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1. £FUndo/Redo A ERES
® JtUndo/5Redo

REM IR B H & T1ZUNDO, T2EREDO

Start,
<Start,T1> R SEREDO, NA=1100; R5H

Selatles UNDO, A=1000. A IFH
<T1,A,1000,1200>

<T2,A,1000,1100>

< Commit,T2> 2UNDO, A=1000; #R/SREDO,
A=1100. IE#
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+. ¥#&E 5 (checkpoint)

B HESGHELER, HIARMAE. SEERENHEXRH
ZUNDO%3=Ff1IREDO%!|3%

o RETEXFEN, FEHHEXHIRIKRR
o RFHEEFERNREDOFIRMRAK, EHRETERF/RK
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1. simple checkpoint

Periodically:

(1) Do not accept new transactions

(2) Wait until all transactions finish (commit/abort)
(3) Flush all log records to disk (log)

(4) Flush all buffers to disk (DB)

(5) Write “checkpoint” record on disk (log)

(6) Resume transaction processing

Advanced Database Systems EHM (jpa@ustc.edu.cn)



2. checkpoint-based recovery

s R 2 2 5
| | eAT#S !

t0 t1 t2

TR A | HFOTF G H E 0T IR E |

R SFAR R B % ST RS
TR SRS | |

BEREARREREE S Z BT A commitifER SR EE
A #IEE, ERERAFREDO
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2. checkpoint-based recovery

Log

Start CHPT End CHPT
e i
T1 L !
T2 o |
I ] [
T3 . |
| I
T4 i |
I ] :
T5 .
I ] [
| | .
I ] i
B[] ts te tf
Yk ERf: UNDO={T5}, REDO={T4}
T15FHT3H33:ET‘*E)52¥LTE&C0mmlt,
A AT EREDO

Advanced Database Systems

<start,T1>
.<.::;tart,T2>
<start, T3>
<commit, T1>
.<.a.1bort,T2>
.<.c.:ommit,T3>
<checkpoint>
<start,T4>
<start,T5>

.<.<.:ommit,T4>
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2. checkpoint-based recovery

m If new transactions are allowed to start during a
checkpoint

o Non-quiescent checkpoint (FEE#1EIEE &)
o See textbook 17.2.5,17.3.3,17.4.3
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\. BEREER

m FEEAEFERR, SHHRSHNMEBEMRE. B2 H
SPERT BRI E B LR T

= R FLog Rotation¥5 % 77 fi&

(} Log.2 @

Log.1 Log.3 Uﬂ*ﬁ(Archiv>e) %
Log.6 Log.4
. g. g S~

B @ Log.5 J s BB S s
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ARG

 HHEER—EE

m EFHRSRIEERE

n WIRERGWESEE

® ETUndoBERREITTE

m EFRedoHEHHRE

® EFUndo/RedoBERIRE

= E%Checkpointﬂ‘]'@?ﬁ
HEi5s
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